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St. Stephen’s CE Primary School  
 

Records Management Policy and procedures 
 
 
Statement of intent and Application  
 
St. Stephen’s CE Primary School is committed to maintaining the confidentiality of its 
information and ensuring that all records within the school are only accessible by the 
appropriate individuals. In line with the requirements of the GDPR, the school also 
has a responsibility to ensure that all records are only kept for as long as is 
necessary to fulfil the purpose(s) for which they were intended.  
The school has created this policy to outline how records are stored, accessed, 
monitored, and retained in order to meet the school’s statutory requirements.  
  
This policy applies to all employees, volunteers and visitors who are privy to 
personal data within St. Stephen’s CE Primary School.  
 
The Policy applies to all records created by staff and contractors in the course of 
their work and includes all types such as: files, papers, maps, plans, non-standard 
paper documents, as well as electronic records in all formats including: computer 
files, email and databases, video, audio and CCTV recordings. It also applies to all 
records held on MIS systems and processor systems. 
  
This Policy must be read in conjunction with the School’s existing policies and 
procedures. Those who are not held to the Staff Code of Conduct will be asked to 
return any personal data /records used in the course of their time at the school and 
will be prevented from further accessing records.  
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Legal framework  
 
This policy has due regard to legislation including, but not limited to, the following:  

• General Data Protection Regulation 2016 

• Data Protection Act 2018 

• Freedom of Information Act 2000 

• Limitation Act 1980 (as amended by the Limitation Amendment Act 1980)  
 
This policy also has due regard to the following guidance:  

• Information Records Management Society (2016) ‘Information Management 
Toolkit for Schools’ 

• DfE (2018) ‘Data protection: a toolkit for schools’ 
 
This policy will be implemented in accordance with the following school policies and 
procedures:  

• Data Protection Policy 

• CCTV Policy 

• Acceptable Use Policy 
 
Responsibilities  
 
The school as a whole has a responsibility for maintaining its records and record-
keeping systems in line with statutory requirements.  
 
The Governing Body and the Data Protection Officer (DPO) holds overall 
responsibility for the wording of this policy. 
  
The Senior Leadership team holds overall responsibility for the implementation of 
this policy.  
 
All staff are responsible for the management of records and compliance with this 
policy at St. Stephen’s CE Primary School.  
 
The Data Protection Officer is responsible for promoting compliance with this policy 
and reviewing the policy on an annual basis, in conjunction with the Governing Body 
and Senior Leadership Team.  
 
All staff members are responsible for ensuring that any records for which they are 
responsible for are accurate, maintained securely and disposed of correctly, in line 
with the provisions of this policy.  
 
Wherever possible, the school should promote the electronic storage of personal 
data.  
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Management of pupil records  
 
Pupil records are specific documents that are used throughout a pupil’s time in the 
education system. They are passed to each school that a pupil attends and includes 
all personal information relating to them, e.g. date of birth, home address, as well as 
their progress and achievement. 
  
Electronic and paper records include the following information stored in the pupil 
record (this is not exhaustive):  

• Forename, surname, gender and date of birth 

• Unique pupil number 

• Note of the date when the file was opened 

• Note of the date when the file was closed, if appropriate 

• Ethnic origin, religion and first language (if not English) 

• Any preferred names 

• Emergency contact details and the name of the pupil’s doctor  

• Any allergies or other medical conditions that are important to be aware of 

• Names of parents, including their home address(es) and telephone number(s) 

• Name of the school, admission number, the date of admission and the date of 
leaving, where appropriate 

• Any other agency involvement, e.g. speech and language therapist  

• Admissions form 

• Details of any SEND 

• If the pupil has attended an early years setting, the record of transfer 

• Privacy notice – only the most recent notice will be included 

• Annual written reports to parents 

• National curriculum and agreed syllabus record sheets 

• Notes relating to major incidents and accidents involving the pupil 

• Any information about an education, health and care plan (EHCP) and 
support offered in relation to the EHCP plan 

• Any notes indicating child protection disclosures and reports are held 

• Any information relating to exclusion 

•  Any correspondence with parents or external agencies relating to major 
issues, e.g. mental health  

• Notes indicating that records of complaints made by parents or the pupil are 
held 3.3. Hard copies of disclosures and reports relating to child protection are 
stored in a secure location– a note indicating as such is marked on the pupil’s 
file.  
 

Hard copies of complaints via the complaint procedure made by parents or pupils are 
stored securely.  
 
Actual copies of accident and incident information are stored securely and held in 
line with the school’s retention periods. For serious and reportable accidents, a note 
indicating this is marked on the pupil’s file. An additional copy may be placed in the 
pupil’s file in the event of a major accident or incident.  
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Electronic records relating to a pupil’s record will also be transferred to the pupils’ 
next school in accordance with the Guidance on the Retention and Transfer of Child 
Protection Records and Transfers of Pupil Files to Secondary Schools in Annex A.  
 
The school will not keep any copies of information stored within a pupil’s record, 
unless there is ongoing legal action at the time during which the pupil leaves the 
school. This excludes the personal data the school is legally required to retain. The 
responsibility for these records will then transfer to the next school that the pupil 
attends. If a child attends a school abroad or is to be home educated, the pupil file 
will be retained until the pupil reaches the age of 25 years.  
 
The following records should be stored separately to the pupil record as they are subject to 
shorter retention periods and if they are placed on the file then it will involve a lot of 
unnecessary weeding of the files once the pupil leaves the school. 

• Absence notes 

• Parental consent forms for trips/outings [in the event of a major incident all the 
parental consent forms should be retained with the incident report not in the pupil 
record] 

• Correspondence with parents about minor issue 

• Accident forms (these should be stored separately and retained on the school 
premises until their statutory retention period is reached. A copy could be placed on 
the pupil file in the event of a major incident) 

 
The school will refer and adhere to the Guidance on the Retention and Transfer of 
Child Protection Records and Transfers of Pupil Files to Secondary Schools when a 
transfer of records occurs.  
 
Retention of records  
 
The School refers and adheres to its Record Retention Schedule and in accordance 
with the Guidance on the Retention and Transfer of Child Protection Records and 
Transfers of Pupil Files to Secondary Schools in Annex A. 
 
Identifying information  
 
Under the GDPR, data controllers must apply data protection by design and default. 
As the data controller, the school ensures appropriate measures are in place in order 
for individuals to exercise their rights.  
 
Wherever possible, the school uses pseudonymisation, also known as the ‘blurring 
technique’, to reduce the risk of identification.  
 
Once an individual has left the school, if identifiers are no longer required, these are 
made less specific wherever possible and as far as is possible. 
   
Where data is required to be retained over time, e.g. attendance data, the school 
removes any personal data not required and keeps only the data needed; for 
example, the statistics of attendance rather than personal information.  
 



6 
 

 
Storing and protecting information  
 
The School will conduct a back-up of information daily to ensure that all data can still 
be accessed in the event of a security breach, e.g. a virus, and prevent any loss or 
theft of data.  
 
Where possible, backed-up information will be stored off the school premises, using 
a central back-up service.  
 
Confidential paper records are kept in a secure location with restricted access.   
 
Confidential paper records are not left unattended or in clear view when held in a 
location with general access.   
 
Digital data is coded, encrypted or password-protected, both on a local hard drive 
and on a network drive that is regularly backed-up.  
 
Where data is saved on removable storage or a portable device, the device is kept 
securely, for example in a lockable drawer when not in use.  
 
Memory sticks are not used to hold personal information unless they are password-
protected and fully encrypted.   
 
All electronic devices are password-protected to protect the information on the 
device in case of theft.   
 
Where possible, the school enables electronic devices to allow the remote blocking 
or deletion of data in case of theft.   
 
School devices are governed by the Acceptable Use Policy.  
 
All members of staff are provided with their own secure login and password, and 
every computer regularly prompts users to change their password. The password 
must be a combination of both letters, numbers and symbols for maximum security.  
 
External emails containing sensitive or confidential information are password 
protected to ensure that only the recipient is able to access the information. The 
password will be shared with the recipient in a separate email or over the phone. 
(See Annex D – Good Practice for Managing E-mail)  
 
Circular emails to parents and those external to the school are sent blind carbon 
copy (bcc), including when sent from a processor’s software, to ensure email 
addresses are not disclosed to other recipients.   
 
Where personal information that could be considered private or confidential is taken 
off the premises, to fulfil the purpose of the data in line with Data Protection 
Legislation, either in an electronic or paper format, staff take extra care to follow the 
same procedures for security, e.g. keeping devices secure. The person taking the 
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information from the school premises accepts full responsibility for the security of the 
data.   
 

• Before sharing data, staff always ensure that:   

• There is a valid legal basis for sharing the data (for example, there is a 
safeguarding need, or consent has been obtained) 

• Adequate security is in place to protect it when it is shared. 

• The data recipient has been outlined in a privacy notice. 
 
All staff members will implement a ‘clear desk policy’ wherever possible, to avoid 
unauthorised access to physical records containing sensitive or personal information. 
All confidential information will be stored securely. 
  
Under no circumstances are visitors allowed access to confidential or personal 
information without confirmation from the Headteacher. Visitors to areas of the 
school containing sensitive information are supervised at all times. The 
confidentiality statement should be signed by volunteers.  
  
The physical security of the school’s buildings and storage systems, and access to 
them, is reviewed by the School’s authorised personnel. If an increased risk in 
vandalism, burglary or theft is identified, this will be reported to the Senior 
Leadership Team and extra measures to secure data storage will be considered.  
 
The school takes its duties under Data Protection Legislation seriously and any 
unauthorised disclosure/ may result in disciplinary action. This is inclusive of 
employees, contractors and agents who have no lawful basis for viewing/processing 
the personal data. 
  
The Senior Leadership Team is responsible for continuity and recovery measures 
are in place to ensure the security of protected data.   
 
Any damage to or theft of data will be managed in accordance with the school’s 
Breach Procedure.  
 
Personal data retained for the current academic year plus six years will be archived 
to dedicated files on the school’s server, which are password protected – this will be 
backed-up in accordance with school policy.  
 
Unencrypted memory sticks will never be used to store personal data, subject to 
approval from the school.  
 
The School will review new and existing storage methods annually and, where 
appropriate, discuss with the Data Protection Officer.  
 
Accessing information  
 
St. Stephen’s CE Primary School is transparent with data subjects, the information 
we hold and how it can be accessed.  
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All members of staff, parents of registered pupils and other users of the school, e.g. 
visitors and third-party clubs, are entitled to:  

• Know what information the school holds and processes about them or their 
child and why 

• Understand their rights as individuals 

• Understand how to provide and withdraw consent to information being held.  

• Understand what the school is doing to comply with its obligations under the 
GDPR.  

 
All members of staff, parents of registered pupils and other users of the school and 
its facilities have the right, under the GDPR, to access certain personal data being 
held about them or their child.   
 
The disclosure of records is limited to the specific information required to be 
disclosed to authorised parties and always in accordance and with strict adherence 
to the Data Protection Act 2018 and General Data Protection Regulation 2016.  
Personal information can be shared with pupils once they are considered to be at an 
appropriate age and responsible for their own affairs; although, this information may 
still be shared with parents.   
 
Pupils who are considered to be at an appropriate age to make decisions for 
themselves are entitled to have their personal information handled in accordance 
with their rights.   
 
The school will adhere to the provisions outlined in the school’s Data Protection 
Policy and Subject Access Request Guidance when responding to requests seeking 
access to personal information.  
 
Mapping process / Information audit 
 
The school conducts information audits as and when against all information held by 
the school to evaluate the information the school is holding, receiving and using, and 
to ensure that this is correctly managed in accordance with the GDPR. This is called 
‘data mapping’ and the spreadsheet document includes a record of the following 
information:  

• Paper documents and records 

• Electronic documents and records 

• Databases 

• Video and photographic records  
  
The data mapping may be completed in a number of ways, including, but not limited 
to:  

• Interviews with staff members with key responsibilities – to identify information 
and information flows, etc. 

• Questionnaires to key staff members to identify information and information 
flows, etc. 

• A mixture of the above  
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The School’s authorised personnel are responsible for completing the data mapping. 
The information review will include the following:  

• The school’s data needs 

• The information needed to meet those needs 

• The format in which data is stored 

• How long data needs to be kept for 

• Who is responsible for maintaining the original document  
  
The School’s authorised personnel will consult with staff members involved in the 
mapping process to ensure that the information is accurate and up to date.  
 
Once it has been confirmed that the information is accurate, the School’s authorised 
personnel will record all details on the data mapping spreadsheet.  
 
The information displayed on the data mapping spreadsheet will be shared with the 
Headteacher and DPO for approval. This will be resent as and when a change is 
made to the document.   
 
Disposal of data   
 
The School have implemented a Record Retention Schedule to outline when data 
will be destroyed/retained. Where data needs to be destroyed, this will be done in 
accordance with the disposal action outlined in this policy. If any information is kept, 
the information will be reviewed every three subsequent years.  
 
Where information must be kept permanently, this information is exempt from the 
normal review procedures.  
 
Safe destruction of records 
 
All records containing personal information, or sensitive policy information should be made 
either unreadable or un-reconstructable. 

• Paper records should be shredded using a cross-cutting shredder 

• CDs / DVDs / Floppy Disks should be cut into pieces 

• Audio / Video Tapes and Fax Rolls should be dismantled and shredded 

• Hard Disks should be dismantled and sande 

• Any other records should be bundled up and disposed of to a waste paper merchant 
or disposed of in other appropriate ways. Do not put records in with the regular 
waste or a skip unless there is no other alternative. 

 
The Freedom of Information Act 2000 requires the school to maintain a list of records 
which have been destroyed and who authorised their destruction. Members of staff 
should record at least: 

• File reference (or other unique identifier); 

• File title (or brief description); 

• Number of files and date range 

• The name of the authorising officer 

• Date action taken 
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Monitoring and review  
 
This policy will be reviewed on an annual basis by the DPO in conjunction with the 
school’s Headteacher and Governing Body.  
 
Any changes made to this policy will be communicated to all members of staff and 
the Governing Body.  
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Annex A  
 

Guidance on the Retention and Transfer of Child Protection Records and 
Transfers of Pupil Files to Secondary Schools. 

 
Retention of Child Protection Records   
 
When child protection concerns arise, all educational establishments should maintain 
and retain child protection records for as long as the child continues to attend the 
establishment; the records should then be transferred as described below.  
  
It is recommended that child protection records are transferred with the child and 
then retained until a child’s 25th birthday (6 years after the subject’s last contact with 
the education establishment).  Records should then be securely disposed of and a 
record of disposal kept. Paper records should be shredded and electronic records 
deleted.   
 
Transfer of Child Protection Records   
 
When children transfer from one educational establishment to another, either at 
normal transfer stage (e.g. from Nursery to School or from School to Further 
Education) or as the result of a move (e.g. to another setting within County Durham 
to an Independent School or to another Local Authority), and records of child 
protection/welfare concerns exist, these should be sent to the receiving school as 
soon as possible, preferably within 5 days. This transfer should be arranged 
separately from the main pupil file in line with DfE Guidance in 'Keeping Children 
Safe in Education' (September 2018).  
 
Where children are dual registered (e.g. on roll at a mainstream school, but receiving 
education in another establishment, such as a Short Stay School or the MET), any 
existing child protection records should be shared with the new establishment prior 
to the child starting, to enable the new establishment to risk assess appropriately.  
 
In most cases, you should wait until a pupil has been formally accepted by a new 
school before transferring child protection files. It would be risky to transfer child 
protection files to a school where a pupil has not yet been formally accepted, 
according to the ICO. You need a reason to disclose personal information. If you 
transfer a pupil's child protection files to another school and that pupil does not then 
move to that school, your justification for disclosing this information no longer exists. 
  
In order to safeguard children effectively, it is important that when a child moves to a 
new educational establishment, the receiving establishment is immediately made 
aware of any current child protection concerns, preferably by telephone prior to the 
transfer of records. 
 
It is important that all child protection records are transferred at each stage of a 
child's education, up until the age of 18, or in some cases, beyond. Where children 
leave the school or college, the designated safeguarding lead should ensure their 
child protection file is transferred to the new school or college as soon as possible, 
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ensuring secure transit, and confirmation of receipt should be obtained. For schools, 
this should be transferred separately from the main pupil file.  
 
The responsibility for transfer of records lies with the originating setting and namely 
with the safeguarding lead, as the receiving setting might not otherwise know that 
child protection concerns exist.  Receiving schools and colleges should ensure key 
staff such as designated safeguarding leads and SENCOs or the named person with 
oversight for SEN in a college, are aware as required.  
 
In addition to the child protection file, the designated safeguarding lead should also 
consider if it would be appropriate to share any information with the new school or 
college in advance of a child leaving. For example, information that would allow the 
new school or college to continue supporting victims of abuse and have that support 
in place for when the child arrives. The onus is therefore on the originating setting to 
facilitate the secure transfer of records, not on the receiving setting to make contact 
and collect the records. Paper or electronic records containing child protection 
information must be transferred in the most secure method available to the 
establishment:   

• By hand if possible;  

• If paper records are posted this should be by 'signed-for' delivery;   

• Electronic records must only be transferred by a secure electronic transfer 
mechanism or after the information has been encrypted. Child Protection 
records must always be passed directly and securely to the Designated 
Safeguarding Lead in the receiving establishment.   
 

Transfer Form   
 
Whether CP files are passed on by hand, by post or electronically, written evidence 
of this transfer (see form at Annex B) appropriately signed and dated, should be 
retained by both the originating and receiving setting. It is recommended that the 
originating establishment keeps a copy of the form for at least one academic year 
after the child has been transferred.   
 
A Child subject to a Child Protection (CP) Plan or a Child in Need  
 
If a child is the subject of a Child Protection Plan or is a Child in Need at the time of 
transfer the originating establishment must speak to the Designated Safeguarding 
Lead of the receiving establishment giving details of the child's key Social Worker 
from Children's Social Care Services and ensuring the establishment is made aware 
of the requirements of the CP Plan. If a child subject of a CP Plan leaves an 
establishment and the name of the child’s new education placement is unknown – 
the Child Protection Lead should contact the child’s Social Worker to discuss how 
and when records should be transferred.   
 
Storage 
   
All child protection records are sensitive and confidential so should be kept in a 
secure (locked at all times) filing cabinet, separate from other education records and 
accessible to safeguarding leads and senior staff only.   
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The child's education file should be marked in some way to indicate that a child 
protection file exists. All staff that may need to consult a child's file should be made 
aware what the symbol means and to speak to the safeguarding lead if they have 
concerns.   
 
Electronic Child Protection Records must be password protected with access strictly 
controlled in the same way as paper records.  
Receiving establishment unknown   
 
Where records of child protection/welfare concerns have been kept and details of the 
receiving establishment are not known, Child Protection files should be retained by 
the setting and transferred to the new setting, once known, or destroyed once the 
retention period has expired, as detailed in the Retention section above. Schools 
should also inform the Local Authority's Children Missing Education Officer and use 
the ‘Lost Pupil Database’ section of the ‘School to School’ secure data transfer 
service, which can be used to track missing children and trace previous schools.   
 
Elective Home Education  
  
If a pupil is removed from the roll to be electively home educated and there are 
concerns around the pupil, the educational establishment should complete the EHE 
checklist form to share relevant information with the Local Authority where required. 
The school should retain the pupil’s file until the child goes back into school. If the 
child does not return to school, the file should be retained by the last school attended 
until the child reaches the age of 25. After such time, it should be securely destroyed  
Transferring information when a pupil moves between schools  
 
When a pupil ceases to be registered at a maintained school in England, the school 
is legally required to send a common transfer file (CTF) and educational record to 
the pupil’s new school. This applies to all phases and types of maintained school, 
including special schools and pupil referral units. Safeguarding files are to be 
transferred in the way described above.  
 
Academies and free schools are "strongly encouraged" to send a CTF when a pupil 
leaves one school to attend another. This is explained in Department for Education 
(DfE) guidance on CTFs. The guidance includes information on what is included and 
how it should be formatted. The guidance for use from September 2018 is available 
here.  
 
Transferring information about pupils with SEN  
 
Special educational needs (SEN) support should include planning and preparation 
for the transitions between phases of education. To support transition, the school 
should share information with the school, college or other setting the child or young 
person is moving to. Schools should agree with parents and pupils the information to 
be shared as part of this planning process. This is explained in the DfE’s guide to the 
SEND code of practice.  
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How to transfer pupil records securely  
 
The CTF must be transferred in machine readable form, unless either school does 
not have the facilities to do so.  
 
The educational record can be transferred in machine readable form, in paper form, 
or in a combination of both. This is set out in section 9(5) of the Education (Pupil 
Information) (England) Regulations 2005.  
 
Transferring records electronically  
 
The CTF is transferred through the DfE’s school-to-school (S2S) system. The 
system is encrypted to help ensure that pupils’ personal data is transferred securely.  
The DfE has published guidance on using the S2S system.  
 
Transferring paper copies of records  
 
When transferring paper records, the Information Commissioner's Office said you 
should create audit trail that details:  

• How the records have been transferred 

• What measures were taken to protect pupils’ personal data during transfer, for 
example, it may be safest and easiest for a member of school staff to deliver 
the records by hand. If this is the case, record:  

• How the records were sealed prior to transfer 

• Who delivered the files, on what date and at what time 

• Who received the files (including a signature)  
 

There is nothing to prevent schools sending pupils’ records by courier or post, but 
you need to ensure that the records are appropriately sealed to reduce the risk of 
envelopes opening and causing an accidental data breach. 
  
Schools should photocopy paper pupil records and retain the copy until they have 
received confirmation in the form of a delivery receipt that these have been received 
by the new school. The copy must then be shredded and the delivery receipt 
retained for one academic year.  
 
Responsibility for retaining pupil records  
 
The CTF and pupil record need to be retained until the pupil turns 25. The school 
where the pupil reaches statutory school leaving age (18 years old), is responsible 
for keeping these records.  
 
A primary school does not need to keep copies of any of these records unless there 
is ongoing legal action when the pupil leaves the school.  
 
Examples of a transfer record slip can be found at Annex C   
The completed slips for the transfer of files should be kept for at least 12 months 
after the date of transfer of the pupil file.  
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 Annex B 
Transfer of Child Protection records between educational establishments  
 

 

St. Stephen’s CE Primary School 

Hall Lane, Willington, Co. Durham, DL15 0QH 
Tel: 01388 746426 

ststephensce@durhamlearning.net 

 

CHILD PROTECTION FILE TRANSFER RECORD AND RECEIPT 

 

PART 1:  To be completed by sending/transferring school  

NAME OF CHILD:  

 

DOB:  

 

UPN:  

 

NAME OF SCHOOL SENDING 

CP FILE: 

 

ADDRESS OF SENDING 

SCHOOL: 

 

 

 

METHOD OF DELIVERY:  BY HAND                       SECURE POST                      ELECTRONICALLY  
DATE FILE SENT:  

 

NAME OF DSL TRANSFERRING 

FILE: 

 

SIGNATURE:  

 

 

PART 2: To be completed by receiving school  

NAME OF SCHOOL RECEIVING 

FILE: 

 

ADDRESS:  

 

 

DATE RECEIVED:  

 

NAME OF PERSON RECEIVING 

FILE: 

 

DATE CONFIRMATION OF 

RECEIPT SENT: 

 

SIGNATURE:  

 

 
Upon receipt, the receiving setting should  

• Complete Part 2 of this form and keep a copy with the child's CP records  

• Ensure the original form is returned to the originating establishment without delay  

• The originating establishment should keep the returned form securely in line with the Durham County Council 
Guidance on the Transfer and Retention of Child Protection Records  

 



16 
 

Annex C 
Transfer form for records between educational establishments 
  

 

 
St. Stephen’s C.E. Primary School 

Hall Lane, Willington, Co. Durham, DL15 0QH 
Tel: 01388 746426 

ststephensce@durhamlearning.net 
 

PUPIL RECORD TRANSFER COVER SHEET 
 

Child’s details 

Surname  

Forename  

DOB  

UPN  

Gender  

Address  
 

Position in family  

Ethnic Origin  

Home language  

Nationality  

Religion  

 

Parent/Guardian details 

Name  

Address  

Tel.  

  

Name  

Address  

Tel.  

 

Medical / Dietary details 

Medical practice  

Medical conditions  

Dietary needs  

Emergency contact  

 

Admission / Leaver details 

Admission date  

Admission no.  

Date of leaving  

Destination school  

 

 

Annex D 
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Good Practice for Managing E-mail 
 
Introduction 
These guidelines are intended to assist school staff to manage their e-mail in the most 
effective way, and must be used in conjunction with your school’s policies on the use of ICT. 
 
Information about how your e-mail application works is not included in this document. 
 
Eight Things You Need to Know About E-mail 

1. E-mail has replaced telephone calls and memos.  
As communicating by e-mail is quick and easy, many people have replaced telephone 
conversations and memos with e-mail discussions. However, the language in which 
e-mail is written is often less formal and more open to misinterpretation than a 
written memo or a formal letter. Remember that e-mail should be laid out and 
formulated to your school’s standards for written communications. 

2. E-mail is not always a secure medium to send confidential information.  
You need to think about information security when you send confidential 
information by e-mail. The consequences of an e-mail containing sensitive 
information being sent to an unauthorised person could be a civil penalty of up to 
£500,000 from the Information Commissioner or it could end up on the front page of 
a newspaper. Confidential or sensitive information should only be sent by a secure 
encrypted e-mail system. Never put personal information (such as a pupil’s name) in 
the subject line of an e-mail. 

3. E-mail is disclosable under the access to information regimes.  
All school e-mail is disclosable under Freedom of Information and Data Protection 
legislation. Be aware that anything you write in an email could potentially be made 
public. 

4. E-mail is not necessarily deleted immediately.  
E-mails can remain in a system for a period of time after you have deleted them. You 
must remember that although you may have deleted your copy of the e-mail, the 
recipients may not and therefore there will still be copies in existence. These copies 
could be disclosable under the Freedom of Information Act 2000 or under the Data 
Protection Act 1998. 

5. E-mail can form a contractual obligation.   
Agreements entered into by e-mail can form a contract. You need to be aware of this 
if you enter into an agreement with anyone, especially external contractors. 
Individual members of staff should not enter into agreements either with other 
members of staff internally or with external contractors unless they are authorised 
to do so.  

6. E-mail systems are commonly used to store information which should be stored 
somewhere else.   
All attachments in e-mail should be saved into any appropriate electronic filing 
system or printed out and placed on paper files. 
 
 

7. Employers must be careful how they monitor e-mail  
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Any employer has a right to monitor the use of e-mail provided it has informed 
members of staff that it may do so. Monitoring the content of e-mail messages is a 
more sensitive matter and if you intend to do this you will need to be able to prove 
that you have the consent of staff. If you intend to monitor staff e-mail or telephone 
calls you should inform them how you intend to do this and who will carry out the 
monitoring. The Information Commissioner’s Employment Practices Code is an 
excellent guide to this subject. 

8. E-mail is one of the most common causes of stress in the work-place.  
Whilst e-mail can be used to bully or harass people, it is more often the sheer 
volume of e-mail which causes individuals to feel that they have lost control of their 
e-mail and their workload. Regular filing and deletion can prevent this happening. 

 
Creating and sending e-mail 
 
Here are some steps to consider when sending e-mail. 
 
Do I need to send this e-mail? 
Ask yourself whether this transaction needs to be done by e-mail? It may be that it is 
more appropriate to use the telephone or to check with someone face to face. 
 
To whom do I need to send this e-mail? 
Limit recipients to the people who really need to receive the e-mail. Avoid the use of 
global or group address lists unless it is absolutely necessary. Never send on chain e-mails.  
 
When sending emails containing personal or sensitive data always respond to an 
authorised, approved address. All emails that are used for official business must be sent 
from an official business domain address. 
 
Use a consistent method of defining a subject line. Having a clearly defined subject line 
helps the recipient to sort the e-mail on receipt. A clear subject line also assists in filing all e-
mails relating to individual projects in one place. For example, the subject line might be the 
name of the policy, or the file reference number. 
 
Ensure that the e-mail is clearly written 

• Do not use text language or informal language in school e-mails. 

• Always sign off with a name (and contact details). 

• Make sure that you use plain English and ensure that you have made it clear how 
you need the recipient to respond. 

• Never write a whole e-mail in capital letters. This can be interpreted as shouting. 

• Always spell check an e-mail before you send it. Do not use the urgent flag unless it 
is absolutely necessary, recipients will not respond to the urgent flag if they perceive 
that you use it routinely. 

• If possible, try to stick to one subject for the content of each e-mail, as it will be 
easier to categorise it later if you need to keep the e-mail. 

 
Sending attachments 
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Sending large attachments (e.g. graphics or presentations) to a sizeable circulation list can 
cause resource problems on your network. Where possible put the attachment in an 
appropriate area on a shared drive and send the link round to the members of staff who 
need to access it. 
 
Disclaimers 
 
Adding a disclaimer to an e-mail mitigates risk, such as sending information to the wrong 
recipient, or helps to clarify the school’s position in relation to the information being e-
mailed. Typically, they cover the fact that information may be confidential, the intention of 
being solely used by the intended recipient, and any views or opinions of the sender are not 
necessarily those of the school. 
There is some debate about how enforceable disclaimers are. Legal advice should be sought 
when using or drafting a disclaimer for your organisation to ensure it meets your specific 
needs. 
 
Managing received e-mails 
 
This section contains some hints and tips about how to manage incoming e-mails. 
 
Manage interruptions 
Incoming e-mail can be an irritating distraction. The following tips can help manage the 
interruptions. 

• Turn off any alert that informs you e-mail has been received 

• Plan times to check e-mail into the day (using an out of office message to tell senders 
when you will be looking at your e-mail can assist with this). 

 
Use rules and alerts 
By using rules and alerts members of staff can manage their inbox into theme-based folders. 
For example: 

• E-mails relating to a specific subject or project can be diverted to a named project 
folder 

• E-mails from individuals can be diverted to a specific folder 

• Warn senders that you will assume that if you are copied in to an e-mail, the 
message is for information only and requires no response from you. 

• Internally, use a list of defined words to indicate in the subject line what is expected 
of recipients (for example:“For Action:”, FYI:”, etc) 

• Use electronic calendars to invite people to meetings rather than sending e-mails 
asking them to attend 

 
Using an out of office message 
If you check your e-mail at stated periods during the day you can use an automated 
response to incoming e-mail which tells the recipient when they might expect a reply. A 
sample message might read as follows: 
Thank you for your e-mail. I will be checking my e-mail at three times today, 8:30am, 
1:30pm and 3:30pm. If you require an immediate response to your e-mail please 
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telephone me on xxxxxxxxx. This gives the sender the option to contact you by phone if they 
need an immediate response. 
 
Filing e-mail 
 
Attachments only 
Where the main purpose of the e-mail is to transfer documents, then the documents 
should be saved into the appropriate place in an electronic filing system or printed out and 
added to a paper file. The e-mail can then be deleted. 
 
E-mail text and attachments 
Where the text of the e-mail adds to the context or value of the attached documents 
it may be necessary to keep the whole e-mail. The best way to do this and retain 
information which makes up the audit trail, is to save the e-mail in .msg format. This can be 
done either by clicking and dragging the e-mail into the appropriate folder in an application 
such as MS Outlook, or by using the “save as” function to save the e-mail in an electronic 
filing system. 
If the e-mail needs to be re-sent it will automatically open into MS Outlook. 
Where appropriate the e-mail and the attachments can be printed out to be stored on a 
paper file, however, a printout does not capture all the audit information which storing the 
e-mail in .msg format will. 
 
E-mail text only 
If the text in the body of the e-mail requires filing, the same method can be used as that 
outlined above. This will retain information for audit trail purposes. 
Alternatively the e-mail can be saved in .html or .txt format. This will save all the text in the 
e-mail and a limited amount of the audit information. The e-mail can not be re-sent if it is 
saved in this format. 
 
The technical details about how to undertake all of these functions are available in 
application Help functions. 
 
How long to keep e-mails? 
 
E-mail is primarily a communications tool, and e-mail applications are not designed 
for keeping e-mail as a record in a storage area meeting records management storage 
standards. 
 
E-mail that needs to be kept should be identified by content; for example, does it form part 
of a pupil record? Is it part of a contract? The retention for keeping these e-mails will then 
correspond with the classes of records according to content in the schools Records 
Management and Retention policies.  
 
These e-mails may need to be saved into any appropriate electronic filing system or 
printed out and placed on paper files. 
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